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Abstract: Securing data is a challenging issue in today’s era. Keeping it in mind we have proposed a new technique
which is the combination of Elliptic Cryptography and image Steganography enhanced with a new secure feature for
generation of a new, robust security system. Encryption is used to transmit data securely in open public networks. Each
type of data has its own added features. With the evolution of internet, security of digital images has become more and
more important. Therefore different techniques should be used to protect confidential image data from unauthorized
access. In this paper we have encrypted data using matrix and elliptic curves and used the concept of Steganography by
hiding the generated points of the encrypted data in an image. Basically we have proposed a hybrid model using public
key based Elliptical Curve Cryptography (ECC) and image Steganography which provide more security than a Single
ECC or Steganography methods alone. Encryption and Decryption process are given in details with example. The
comparative study of proposed scheme and the existing scheme is made. Our proposed algorithm is aimed at better
encryption for all types of data and the output stego images reveal that our proposed method is robust. The main
objective is to help users from different community to transfer crucial information securely who are using public

network for communication.
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I. INTRODUCTION

Exchanging information over internet has become an
inevitable part of our daily life. But maintaining privacy is
highly doubtful. So, encryption is the only way out to
transform our information into human inaccessible format.
Cryptography is the technique where security engineering
meets mathematics. Encryption uses mathematical
schemes and algorithms to scramble the content of a
message.[1] Likewise a decryption algorithm takes an
encrypted and restores it to its original form for using one
or multiple keys. Generally cryptographic keys are
broadly classified into Private & Public keys. Public
encryption is also known as asymmetric- key encryption
and in lieu of private encryption is known as symmetric
key encryption[2][3]. The private key is known only to
your computer, while the public key is given by your
computer to any computer that needs communication with
it in a secured manner. In this paper, secured data transfer
with the help of cryptography with Boolean algebra & key
concept is highly emphasized.

Cryptosystems based on Elliptic Curves are one of the
latest developments in Public-Key Cryptography.
Proposed a decade after RSA algorithm, they received
increased commercial acceptance and were included in
important security standards. Nowadays, they are among
the most attractive candidates in new developments of
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cryptographic schemes both in hardware and software.
Thanks to the unique properties of elliptic curves, the
cryptosystems based on them achieve a desired security
level with significantly smaller keys than the more
conventional schemes (for instance, a 160-bit elliptic
curve key provides the same level of security as a 1024-
bit RSA key). Another fascinating application of elliptic
curves is in the so called identity-based cryptosystems: in
1984, A. Shamir posed a question whether there a public-
key encryption scheme may be built based on users’
identities (personal ID, e-mail etc.) as public keys, as
opposed to classical public-key cryptography where
public keys should be authorized. The first fully
functional such system was proposed only in 2001, built
in essential way on elliptic curves.

Steganography is the way of hiding data in an image to
make secure data transfer. One of the most popular
steganography technique is LSB or least significant bit
insertion[9][10]. Steganography includes the concealment
of information within computer files. In digital
steganography, electronic communications may include
steganographic coding inside of a transport layer, such as
a document file, image file, program or protocol. Media
files are ideal for steganographic transmission because of
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their large size. For example, a sender might start with an
innocuous image file and adjust the color of every 100th
pixel. To correspond to a letter in the alphabet, a change
S0 subtle that someone not specifically looking for it is
unlikely to notice it.

In section 2 we have done a brief literature survey of
existing technique followed by our proposed method in
section 3. Example has been discussed in section 4.
Section 5 is all about the result analysis and in section 6
we conclude our paper.

Il. RELATED WORK
To highlight the performance of the compared algorithms,
this section discusses the techniques obtained from other
resources.

P.Marwaha et al. [4] proposed the Cryptography and
steganography are the most extensively used techniques.
Both these techniques provide some security of data
neither of them individually is secure enough for sharing
information over an un secure communication channel
and are unguarded to intruder attacks.

MonalisaDey et al. [5] have proposed encryption as a
critical security measure for protecting data privacy. The
entire process is done on binary data to cover all kinds of
data in the field of Computer Science thus ensuring data
security irrespective of what information is being
exchanged.

Darrel Hankerson et al. concluded that Elliptic curve
cryptography (ECC) is an approach to public-key
cryptography based on the algebraic structure of elliptic
curves over finite fields [6].His book has a strong focus on
efficient methods for finite field arithmetic (Chapter 2)
and elliptic curve arithmetic (Chapter 3). Next, Chapter 4
surveys the known attacks on the ECDLP, and describes
the generation and validation of domain parameters and
key pairs, and selected elliptic curve protocols for digital
signature, public-key encryption and key establishment

In [7], G. Zhu et al. have attemted to encrypt an image by
scrambling pixels and then adding a watermark to
scrambled image. This paper introduced a new approach
for image encryption using elliptic curve.

A. Nag et.al. proposed the embedding process [8] to
ensure hiding of data under the transformation (DWT and
IDWT) of cover image and to obtain privacy by using
Huffman encoding. Image steganography is the art of
hiding information into a cover image. This paper presents
a novel technique for Image steganography based on
DWT.
I1l. PROPOSED METHOD

In this section along with key generation algorithm we
have proposed our encryption & decryption algorithm
which is mainly implemented by matrix. In the algorithm
from stepl to step6 we define encryption, from step7 to
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step 10 define stegnography.
A. Encryption Algorithm

Stepl. Take the message to be encrypted from the sender.

Step2.Convert it to its 7bits binary form using the ASCII

code of the message.

Step3.Convert the binary form of each word of the

message into n x 7 binary matrix where n is a number of

letters in each word of the message.

Step4.To get the compressed decimal matrix of sizenx 1,

we will multiply the n x 7 matrix with the masked matrix

of size 7 x 1.

Step5.We will get n values of ‘x’ and to get the

corresponding ‘y’ values we will use the formula
yh2=x(i)"3+4]

Where, i = 1 to n (and n is the no. of rows in the resultant

matrix)

j is the variable which will keep on incrementing every

time we get a y for a particular x value. The initial value

ofj=1

Step6. Using the formula we will get (X, y) points.

Step7.Algorithm for plotting the values of x, y:

Step7.1: Get the values of x and y and truncate the

decimal values of y as well.

Step7.2: Create a matrix consisting of the decimal values

of y.

Step7.3: Now find the X, y coordinates in the image.

Step7.4: inverse the bit values of the image (i.e.: if bit

value=01 then make it 10) on the particular coordinates of

(X, y). That will produce the stego image as well.

Step8.We will generate a prime matrix of size n x7 and

using the ‘x’ values we will generate an equation which

will resemble the decimal matrix.

Step9. Public Keys: The generated equation from the

step?, prime matrix, will be send to the receiver.

Step10.Private key: the original image, the stego image,

the matrix containing numbers after decimal point of the

values of ‘Y’ and our formula (mentioned above).

B. Decryption Algorithm

Stepl.The receiver will get the x and y values after
comparing two images and finally get the values of y with
the help of the matrix containing the values of y(after
decimal points).

Step2.The required matrix will be generated using the ‘x’
values and the prime matrix which is public.

Step3.We will multiply the ‘x’ values with the prime
elements and will check the result of the co-efficient with
the generated public equation

Step4. In this way the receiver will generate the required
matrix which will contain the binary form of the ASCII
codes of the encrypted message.

IV. EXAMPLE AND DISCUSSION

Now, with the example we will show the working policy
of algorithms mentioned above.
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A. Encryption Process
Word to be encrypted: JIS

LETTER ASCII VALUE | BINARY FORM
J 74 1001010
| 73 1001001
S 83 1010011
Now the 3 X 7 matrix of the following word is:
1 0 0 1 0 1 0
1 0 0 1 0 0 1
1 0 1 0 0 1 1

Now we are going to use a masked matrix of 7 x 1 and the
product of the two matrixes will give a resultant matrix of
3x1.

Masked matrix :

(1]

11

11

11

11

11

11
Hence the resultant matrix is:
1+0+0+1+0+1+0 - :
1+0+0+1+0+0+1
1+0+1+0+0+1+1 4

So we get x1=3, x2=3, x3=4

To get the y component values we will use an elliptic

curve formula.
y"2 =x()"N3 +j (Private Key)

Where, i = 1 to n (and n is the no. of rows in the resultant

matrix)

j is the variable which will keep on incrementing every

time we get a y for a particular x value. The initial value

ofj=1

So, using the formula we get the points as (3, 5.3), (3,

5.4), (4,8.2)

We will truncate the decimal values of y and store them
in a matrix (which will be a private key indeed). Hence
the points will be (3, 5), (3, 5), (4, 8). Then after we
inverse the bit value of the image with respect to the
coordinates as well.
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Figure 1: Resultant Graph
Public keys:

1) A n x 7 which contains the prime numbers from
1(where n is the number of the rows).

2)An equation which will be generated using the x values
of the encrypted message and the matrix containing the
prime numbers

2 3 5 7 11 13 17
19 23 29 31 37 41 43
47 53 59 61 67 71 73

Matrix containing the prime numbers (public)

Using the x values of the encrypted and the matrix
containing the prime numbers we generate aequation:

251 X7 + 236 X5 + 114 xM + 323 x"2 + 421 x

This equation along with the matrix using the prime
number will be send to the receiver and it will be public.

B. Decryption process:

The receiver will get the x and y values after comparing
two images and obviously with the help of the matrix that
contains the decimal values of y and using the equation
send by the sender, will generate the required matrix
which will contain the binary form of the ASCII codes of
the encrypted message.

12 g

1 2 3 4 5 =] 7 8 ]
_
X ais

Figure 2: After applying Stegnography
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Original image Original image+ hidden data

So the receiver gets the x values which are
x1=3,x2=3,x3=4 from the graph.

Now the procedures to generate the required matrix are:

1. We will check the power of x and its coefficient.
So x™7 will represent the first column of the resultant
matrix as the binary form is of 7 bits. We will check
whether we have to take all the x values all less to
generate the coefficient of x*7.

So, 3*2+3*9+4*47=251 which is the coefficient of x*7
send by the sender. We have taken every x value to
generate the coefficient so the first column of the resultant
will have all 1’s.

2. Similarly we see that x"6 is not present in the
equation. So the second column will have all 0’s. x"5 has
coefficient 236 and we find that only the product of x3
with the corresponding value 59 will generate the
coefficient 236. So in 3" column x1=0,x2=0 and x1=1.

In this way we generate all the columns and get the
resultant matrix as:

So the first row correspond to the binary of form ‘J’
The second row correspond to the binary form ‘I’
The 3" row correspond to the binary form S’

So we get the encrypted message ‘JIS’.

V. RESULT ANALYSIS
The proposed model introduced approach which is a
combination of cryptography and Steganography. The
goal of this technique is to put the unauthorized person in
a difficult position to determine the presence of
information. The dual security approach  makes the
information more secure .In our works we introduce
[L1]Eliptic Cryptography which is an approach to public-
key cryptography based on the algebraic structure of
elliptic curves over finite fields .In this Crypto method we
required small key than the other Cryptography
method.With our proposed approach anyone can send the
data securely in public network. In this work we generate
elliptic curve using matrix which is totally a new method
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and level of security is very high than the other approach
based on this topic. To enhance the security and
robustness of data transfer we apply another level of data
hiding method which is Stegnography. Stegnography may
be apply in various way like text, video, image. This time
we use image Stegnography. Today network security is
becoming more important as the number of data being
exchanged on the Internet increases. Therefore, the
confidentiality and data integrity are required to protect
against unauthorized access. This has resulted in an
explosive growth of the field of information hiding

VI. CONCLUSION

Cryptography is a particularly interesting field because of
the amount of work that is, by necessity, done in secret.
The irony is that secrecy is not the key to the goodness of
a cryptographic algorithm. Regardless of the mathematical
theory behind an algorithm, the best algorithms are those
that are well-known and well-documented because they
are also well-tested and well-studied! In fact, time is the
only true test of good cryptography; any cryptographic
scheme that stays in use year after year is most likely a
good one. The strength of cryptography lies in the choice
(and management) of the keys; longer keys will resist
attack better than shorter keys. Our proposed model is the
combination of elliptic curve cryptography and image
steganography. Hence it is much more secure and much
more efficient to put the unauthorized person in a difficult
position in the context of accessing the secure data.In fact,
the plain image is divided into blocks: data matrix. The
proposed cryptosystem uses a different key for mapping
and encryption process and the possibility of known
plaintext attack is highly reduced as the key used changes
with every block and it is generated randomly using
transformation algorithm based ECC.
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